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TELECOM REGULATORY AUTHORITY OF INDIA < . S
R DR/ Government of India @

Dated L-”:"_ Tune, 2023

DIR.ECTION v
Suﬁjeet- Direction under section 13, read with sub-clauses {i) and {v) of clausge
(b) of sut eetion (1) ofseetion 11, of the TelecomRe

, g\ll&tory Anthorlty of India
Act, 1997 (2 of 1994 ng implementation of Digital Consent Acquisition
under Telecom Commercial Communications Customer Preferenoe

cemply wsth any .other dlrectlons gmdelmes and mstructmns sssued by the Authonty in thus
régard; S -

5 _ And whereas sub_-regulatlon (1) of regulation 8, inter aha, 'prowdes that every Aceess
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6. And whereas regulation 9 of the regulations, inter alia, provides that every Access
Provider shall ensure that no commercial communication is made to any recipient, except as
per the preferences or digitally registered consents registered in accordance with the
regulations; .

7. And whereas regulation 11 of the regulations, inter alia, provides that every Access
Provider shall give due publicity through appropriate means to make the customers aware
regarding the procedures and facilities for registration of preferences, registration and
revocation of consents, and the procedures and facilities for making complaints or reporting
UCC;

8. And whereas regulation 12 of the regulations, inter alia, provides that Access Providers
shall deploy, maintain and operate a system, by themselves or through delegation, to record
preferences, consents, revocation of consents, complaints, etc., and to carry out pre-check
and post-checks in respect of commercial communication being offered for delivery and also
to keep records of actions performed;

9. And whereas; regulation 17 of ithe regulatnons provides that the Authority may direct
Aooess Providers to make changes; at any time, in the Code of Practice and Access Provider
shall incorporate such changes and submit revised Code of Practice within fifteen days from
the date of directions issued in this regard;

10. And wh ea’ sub-item (2) of item 4 of Schedirle 1 to the regulations, inter alia, provides
that every Access Provider shall carry out Conserit Registration Funétions as provided in the
regulations, which reads as under:-

*4. Every Access Provider shall camy out following functions: -

{(2) Conisent-Registration-Function (CRF)

(a) record consent via Cuistomer Consent Aequisition Funct:onallty on Consent
Register, on its own or ihmugh its’ agents {o facilitate consent acqwfers to record the
consent taken from the customers in a robust manner which is ernutable and non-

repudiable and s specified by relevant regulations;

(b)  Presenting content of consent ecquisition template to the customer before
taking consent;

(c)  Taking agreement to the purpose of consent and details of sender;
(d)  Authenticate custorner giving the consent through OTP;

(e)  record revocation of consent by the customer via revoke request in a robust
manner which Is immutable and nonrepudlable and as specified by relevant

regulations;

(f record sufficient contact information, valid for at least 30 days, required to
revoke consent and present it to recipient to enable them to submit request for revoking

consent;” JNP* A
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11. And whereas sub-item (4) of item 4 of S |
chedule | o the regulations, inter alj
that every Access Provrder shall carry out Scrubbmg Funcﬂons (SF) to process S:uﬁ:r\:': ::

defined | in the regulatmns ina secure and safe
& manner usi
customers and category of content; g preferenees and consent of

12.. And whereas sub-it m (1 of nem 6
BN of Schedule | o the. regulatlons inter alia, ovndes
that  every: Ace_e;s Provider sha ensure that contem of any CDmmerc!al Commuméa::m sent
hall;be ‘mtega ed and co ._paned with the llst of

ven by tf _ e pu : of Scrubbmg
as pro\nded in the regulatlons and the relevant prowslons of the sald ltem reads ¢ as under;

‘6. Every Aocess Prowder shall ensure that

(1) coq_tent of any commerclai commumcatlon sent by the sender(s) shall be
catego ed and ‘compared wil h_the list of prei r_ence(s) ofthe recipient and/or purpose
-of co ) sen 'r for the pwpose of scmbbmg and for

(b)
(c)

@ Every Aocess Provider shall suffix relevant mformat:on reqwred fo nevoke the
consent to the text of promotmﬁa m e.%sage

4 "',m the customer for mvokmg the consent, if any, given
he _ao_ nt acqurrer for the purpose of 4 feceivmg &

” sendmg SHS 1
D> or to te
voice cail recéived.from

the sender(s), or

(i) calllng en 1 909 or number mentloned for revoking the consent during
| the vo:ce call received from the sender(s) or

(i) calling on customer care number; or .&
() nng ey car . )w\A .,,gbcl'\.a’l/l



(V) Interactive Voice Response System (IVRS); or

(v)  Mobile app developed in this rec
: 'oDie app aeveloped in this regard either by the . »
other person or entity and approved by the A‘,gﬂ:g,,e';&tgrrzonty or by any

(vi)  Web portal with authentication through OTP: or

(vil) . Any other means as may be notified by the Authority from time to time.”

14.  And whereas, the Authority has observed that:-

(a)  promotional messages are being i i i

_ . , 58 : g sent without scrubbing (verification) of th
consents of the customers registered, and further, these messages are beiZ\g seli
under the Service Message category; |

(b)  Access Providers have not developed uniform ! isteri
) 26S | ot dev ed uniform process for registering the
consent of the subscribers, as envisaged in the regulations; : A "

(€)  the consents acquired by the Principal Entities are being used by the Access
Providers without re-verification and updation as provided for in the regulations;

(d) Digital Consent Acquisition and Revocation facilities are yet to be developed
and to be deployed by the Access Providers; ‘

15. Now, therefore, the Authority, in exercise of the powers conferred upon it urider section
13, read with sub-clause {v) of clause (b) Ef sub-section (1) of section 11, of the Telecom
Regulatory Authority of India Act, 1997 (24 of 1897), hereby directs all Access Providers to~

(8)  ensure thatno promotional messages are sent without scrubbing of the consent
and preference of the customers; |

(b)“ ensure that no promotional messages are sent under the: Service Message
category;

().  develop and deploy, within two months, from the date of issue of this Direction,
Digital Consent .AcQuisitipn(DCA) facility to—

() enabie subscribers to record their consents and revoke the same as
given in the regulations,

(i)  ensure that short code 127xxx{ or any other code as prescribed by the
Authority) shail be used by all the Access Providers for sending consent
seeking message.

(i)  develop @ SMS/VR/Online facility to register unwillingness of the
customers o receive any consent seeking message initiated by any Principal
Entity and whitelist the telephone numbers of such eustomelr_s and that no
consent seeking message shail be delivered to such customers;

(iv)  ensure that the scope and Principal Entity/Brand name lg rpentione,d
clearly in the consent seeking messageE Sent through (e short code;
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(d)

LUISUMIEY Infn

(v) - ensure that Principal Entmes whitelist existin
| | f g URLS/IAPKs/OTT
lrnkslpall Back umber'wu iin‘one montf aﬂ"r deveIOpme t of Da' jital Consent

Acqg y ar at only w : inks/Call
Bab’k mber and:oihers sﬂ‘iay'-"b’e's ecified by the Au or‘rty‘?romtrme to time

(vi) ensure that the consent aoquismcn conﬁrmahon message to the
customers shall also haVe mformatlon reiated to revocatlon ofthe consent

(vn) ensure that ifa customer has rejected or not responded t’ ' 1fcon‘sem
seekmg requests no such messages to the customer shall be initiated by the
i E : inety (90) days for the same-conserit However
customers shall have the nght to mmaie the consent registration request at therr
own;

LI educate the Prrnclpal Entrtres about the process of taking consent and
_jthrough Access Provnders and faclhtate the on—boardmg of

(xr) gave- wide ‘PUb]chy through varicus media rncludmg pnnt media to-the

_;_A_‘Aoquusmcanevocatlonlwhrteﬁsting prooess 80 that end users

(i)  no.other mode of consent acqiisition process shall be adapted after
successful implementation of the DCA p| atformi, as per scheduile below and

otle of Practrce within fifteen '-a’ays from date ‘of 'rssue of this

update the

direction, ensiire compliance of the above direction as per the timelines given below

and submit monthly progress report in the fcrmat as may be prescribed by the
Authonty .




'ﬁmelmes for lmplementatcon for the Direction

(|) Development and Deplayment of the Dngital ’By 31" July 2023

onsent aoquismon facility
(i) ‘lUser lmtlated consent 'acqmsition  [To start from 1% August 2023 ‘
(iii) \Whitelisting of existing | {By 31# August 2023

URLs/APKs/OTT/Links/call-back numbers

(iv) |PE initiated consent acquisition To start from 1% September
2023
P On-boardmg of Pnncipal Entities # September 2023
) belonging to the Banking, lnsurance Finance Fy 30" September
rand Tradmg sectors
(Vi) |On-boarding of Principal Entities ‘ By 30™ November 2023

belonging to remaining sectors |

(Jai Hing Tomaﬂ'i , 223

Advisor (QoS-ll)

To,

All Access Providers (including M/s Bharat Sanchar Nigam Limited and M/s Mahanagar
Telephone Nigam Limited)



TELECOM Rssummﬁv AUTHGRITY OF INDIA
YR IS / Government of india

12th May, 2023
DIRECTION

-Subject Direction under sectian 13, read with sub clauses (i) and (v) of
clause (b) of sub-section(1) of section 11, of h’#‘ Telécom Regulatory
Anthonty of India Act, 1997(24 of 1997) rej f measures to curb

Cc»mmunicatwn Customer Preference Regu.latmn, 2018 (6 of 2018)

" F, No. RG- -25/6)/ 2022 QoS - Whereas the Telecom Regulatory Authonty of
India (heremafter referred as the “Authonty”), established under sub-section
of tf 7 ' tory Authority of India’ Act, 1997 24 of

: Act”), has been entrusted with
e telecommunication
c mter-connectlen

OF, s PErio ey : -nnces prov;ded by the
i rs so as to protect the mterest of the consumers of

3 . atmn 17 of the regulatxons prowde that the Authonty

may_dxreéf Aéce, ,_é Pfévi ers to makc ch anges at any ume 1n CoPs and Access

5.  And whereas after the issue of the said Direction dated 16% Febmary
2023, the Authonty received representaﬁons, not brought to the notice of the
Authonty in earlier discussions mcludmg discussion in JCOR, from various
Principal Entities and Access Provxders, statmg, inter aha, that —
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(a)  there are quite good number of genuine templates, like templates
for IRCTC Ticketing information; Stock Trading information,
information with respect of sugarcane procurement and settlement,
ete., which requxre more than three variables and hence limit of upto
thrce variables in content template is not sufficient to convey the
intended message to the recipients; and

(b) certain variables, such as names, addresses, etc., require more
than thirty characters, as such not allowmg two consecutlve variables
restricts the completeness of information in respect of name, address,
“ete:; o

6. And whereas after examination of the aforesaid representations the
Authority has observed that ~

(&) there is a need to review the maximum number of variables
and their placements allowed in a cohtent temiplate; and

(b)  at the same time, there is also a requirement to keep a
check on usage of variables so as to ensure that the
intent/information of the orlgmal message, for which the content
template was approved, is not changed by the mtermed1anes,

7. Now, therefore; in continuation of its earlier direction dated 16th
February 2023, the Authority, in exercise of the powers oonferred upon it
under section 13, read with sub-clauses(i) and {v) of clause (b) of sub-section -
(1) of section 11, of the Telecom Regulatery Auth rity of India Act, 1997(24 of
1997) and the provisions of the ' ofe} minercial Communications
Customer Preference Regula*tlons, 2018 (6 of 2018 “hereby directs all the
Access Providers to—

(a) allow, in special circumstances and on requisition with
reasons and proper justification from Principal Entity, more than
three variables in the content templates, with the condition that-

(i)  after examining the sample message, reasons and
proper justification for more variables shall be recorded by
the competent auithority designated by the Access Provider
for this purpose and such autho¥ity shall be different from
the authority designated for the approval of content
templates;

(i)  each variable in the message template should be pre-
tagged for the purpose it is proposed to be used and no
information other than those defined in pre- tagging shall
be included in the variables;

(iiy ~minimum thirty percent characters in the content
template shall be fizxed content;

2
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{(b) . allow, where it is not possible to put the contents of a
vanabie within the limit of thirty characters, more than one
contiguous variable of the same type, after proper examination
and justifications stipported by sample message;

(c) ensure the use of only whitelisted URLs/ Apks/OTT links/call
back numbers in the content template v

{(d) ensure that, in case of an URL containing both fixed and
variable parts, the fixed part of URL is whitelisted;

(e) monitor the use of content templates and further, stop any
misuse of spemal templates and -

i update the Code of Practice accordingly within fifteen days
and furnish comphance report of the above direction within forty
five days from date of i issue of this dn‘ectaon

All Access Providers (including BSNL and MTNL)




ANy gqua
TELECOM REGULATORY AUTHORITY OF INDIA
HRA WP / Government of India

Dated : 16" February, 2023

DIRECTION

Subject: Direction under section 13, read with sub-clauses (i) and (v) of
clause (b) of sub-section (1) of section 11, of the Telecom Regulatory
Authority of India Act, 1997 (24 of 1997) regarding measures to curb misuse
of Headers and Content Templates under Telecom Commercial
Communication Customer Preference Regulation, 2018 (6 of 2018).

F. No. RG-25/(6)/2022-QoS - Whereas the Telecom Regulatory Authority of
India (hereinafter referred as the “Authority”), established under sub-section (1)
of section 3 of the Telecom Regulatory Authority of India Act, 1997 (24 of 1997)
(hereinafter referred to as “TRAI Act’), has been entrusted with discharge of
certain functions, inter alia, to regulate the telecommunication services; ensure
technical compatibility and effective inter-connection between different service
providers; lay-down the standards of quality of service to be provided by the
service providers and ensure the quality of service and conduct the periodical
survey of such services provided by the service providers so as to protect the
interest of the consumiers of telecommunication service;

2. And whereas the Authority, in exercise of the powers conferred upon it
under section 36, read with sub-clause {v) of clause (b) and clause(c) of sub-
section (1) of section 11, of the TRAI Act, made the Telecom Commercial
Communications Customer Preference Regulations, 2018 (6 of 2018) dated the
19th July, 2018 (hereinafter referred to as the “regulations®), to regulate
unsolicited commercial communications;

3. And whereas regulation 3 of the regulations provides that every Access
Provider shall ensure that any commércial communication using its network
only takes place using registered headers assigned to the sender for the purpose
of commercial communication;

4, And whereas regulation 5 of the regulations, inter alia, provides that
every Access Provider shall develop or cause to develop an ecosystem to regulate
the delivery of the commercial communications as provided for in the
regulations and to comply with any other directions, guidelines and instructions
issued by the Authority in this regard;

5. And whereas regulation 8 of the regulations, inter alia, provides that every
Access Provider shall, before allowing ahy commercial communication through
its network, develop Codes of Practice (here.inaftc_; referred to as “CoPs”) for
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Entities of ecosystem {CoP- Entities) as per Sehcdule-l and- develop CoP for
Unsolicitéd. Cominercial Commumcatxons De on (CcP~UCC Detect) as per
Schedule-1V, reg:ster entities as provided : 1€ .CoP for Entities and regaster
Senders and assxgn the headers / header'raats, :

6. And whereas sub-regulatmn (3] of regulation 12 of the regulations
provides that Access Providers shall deploy, maintain and operate a system, by
themselves or’ through delegat:on ‘to register persons, business entities or legal
© enlities in making Commercial Commumcanon through its network involved
from ongmauon, transmission or delivery ané have adequate documentary
cvxdence in support to provade their 1de}

7.  Andwhereasitem 4 (1) of v$chedu1,e1 10; the rcgulauons provides that every
Access Provid shall carry out Header ..Regzst n functions as provided in the
regulations and the relevant provisions of the sa:d item reads as under-

“4, Every Access Provzder shall cany out feilowmg Junctions: -
1L Header Registmaen Functwn

credentials itted b _an mdwldual, busmess enmy

or legal entzfy reques' 7.
ST f ﬁemce and Thobile number(si in
anner, whzch shall be used

>¢\§‘



8. And whereas item 4 (3) of Schedule I to the regulations provides that every
Access Provider shall carry out Content Tempiate Registration functions as
provided in the regulations and the relevant provisions of the said ltem reads as
under-

“4. Every Access Provider shali carry out following functions: -

{3) Content Template Registration Function {CTRF)

(a) 1o check content of the template being offered for
registration as a transactwnal template and service
message template;

(b) to identify fixec

and variable portion(s) of the
content in the offered transactional template and service
message template with it entification of type of content
Jor edch portian of varigble part of the content, e.g. date
SJormat, numeric format, name of recipient, amount with
currency; reference number, tranisaction identity;

{c}  toestimate the total-length of variable portion, viz,
total length of ﬁxed pamon Jor a typical transactional
message; service message for offered template;

{d) to de-register template or temporarily
suspend use of template;

{f)  to check content of the template being offered for
reglstratlon as a promotional from perspective of content
category; ....

9. And whereas itern § (1){c) of Schedule | to the regulations. provides that
every Access Provider shall set up functional entities like Header Registrar for
keeping record of headers throughout its lifecycle, i.e. free for assignment,
assxgned 10 an entity, withdrawn, surrendered, re-assigned etc.;

10.  And whereas itemh 2 of Schedule VI to the regulations, inter alia, provides
that in preparation of migration plan, the Access Provider shall stop assigning
headers without verification of identity and scope of senders and they shall
register the existing assignee of headers after verification of identity and scope
documents of Unsolicited Commercial Communications senders;

),;\,xx b
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11.  And whereas, the Authority has noticed that-

{8 Headers and Content templates of Prmmpal Entxtnes {hereinafter
referred to as “PEs”) are being misused by some telemarketers due to
failure of anithentication of data of PEs and there is an urgent need to re-
verify the authenticity of all headers and templates approved on
Distributed Ledger Technologxes (heremaftcr referred to as “DLT") platform
and cleanse the data within a definite frame, and that the process of

QRed-o5

cleansmg‘ DLT data requires periodical act ns T by the Access Providers;

by look~ahke headers are bemg rcglster L by £ ccess Provaders on names
of different Prmczpal Entitiés $er times, such headers create
confusion among rec:p:ents of message Qi‘ ,.even tmsused by somie entxtxes
for their benefit; and

t: nly ’vcs PEs enough
th,e same time, there are
;_v_em of vanables,

13  And whereds. regu]at_wn 18 of the regulatmns pmwdes that every Acccss
1 ie aﬂ' ”ce ""'ply'w_xth?-su mlt’ted CQPS prf ‘th any provi C

15. And whereas regulatwn 20 of the reguia ‘ons 1_3!‘6\71(163 that €Very access
;pmvxder shall comply thh the provisions of Bt dard CoPs;

16. = And whereas the Authority is of the vaew that the above mentioned
provisions of the regulations pertaining to Headers and Content Templates are
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not strictly being followed, and that there is a need to make changes in the CoPs
so as to curb the misuse of Headers and Content Templates;

17.  Now, therefore, the Authority, in exercise of the powers conferred upon it
under section 13, read with sub-clauses (i} and (v of clause (b) of sub-section (1)
of section 11, of the Telecom Regulatory Authority of India Act, 1997 (24 of 1997),
and the provisions of the Telecom Commercial Communications Customer
Preference Regulations, 2018 hereby directs ali the Access Providers to:

(@) Ensure re-verification of all Headers registered on DLT platform
within thirty days from the date of issue of this direction and blocking of
unverified headers;

{(b)  ensure to develop, within sixty days from issue of the direction, a
system to -

(1) temporarily deactivate all headers which remain unused
in last thirty days;

(i) reactivate headers by PEs through an orline process; and

{iiij ensure that PE shall classify every header at the time of
registration as 'temporary' or 'permanent’ header, as the case may
be, and that the 'temporary’ header shall be deactivated after the
time duration for which such ‘'temporary’ header has been
registered;

(c) ensure that each Header is dastmct and shall reject, during reg;stranon,

such Headers which are similar by virtue of combination of small case or
large case letters;

(@)  ensure re-verification of all content templates within sixty days of
issue of this direction and blocking of unverified templates ;

{e incorporate procedurc for quartcrly re-verification of Headers and
content templates in their respective CoPs;

{ff - limit the number of variable portions in content template of
messages to two variables only pmvidcd that, for the reasons to be
recorded, a third variable may be allowed in case of exigency; and

(g ensure that variables in the content templates are non-contiguous
and not separated w1th space, comma and/or any other special
characters.
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18.  All the Telecom Service Providers are directed to comply with the above
directions and forward updated status on actions taken, mcludmg updating of
CoPs, Wlthln thirty days from date of i issue of this dlrectmn )

7)‘*"}““? vi.»w_,!b[o'lhw,

aipal Singh Tomar)
Advisor {QoS})

To : _
All Access Providers (including BSNL and MTNL)






